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I.  Authority 
 
 

The Code of Virginia, § 30-156, authorizes the Virginia State Crime Commission 
to study, report and make recommendations on all areas of public safety and protection.  
Additionally, the Commission is to study matters “including apprehension, trial and 
punishment of criminal offenders.”  Section 30-158(3) provides the Commission the 
power to “conduct studies and gather information and data in order to accomplish its 
purposes as set forth in § 30-156...and formulate its recommendations to the Governor 
and the General Assembly.” 
 

The Virginia State Crime Commission was directed, pursuant to Item 18 of the 
Appropriations Act of 2004, to “examine the statutory basis for computer crimes in the 
Code of Virginia, including a determination of the appropriate definitions and elements 
constituting offenses in this area.”1 

 
 

II.  Executive Summary 
 

 
To ensure recently developed methods of computer crime are adequately defined 

and punished in the Code of Virginia, the Crime Commission recommended several 
modifications to the existing Computer Crimes Act.  The current definitions found in 
Virginia Code § 18.2-152.2 should be modified to eliminate redundancies, promote 
clarity, and focus the scope of the Act.  Many of the existing computer crimes should be 
rewritten, for the same reasons, and several new crimes should be inserted into the Act.  
These new crimes will make it easier for prosecutors to convict people who use the 
Internet to perpetrate fraud, engage in identity theft, or disseminate viruses or other types 
of malicious computer programs.     

 
Thus, the Crime Commission made the following recommendations : 
 
RECOMMENDATION 1 – Create a new crime making it a Class 6 felony to 

fraudulently obtain from any person their personal identifying information through the 
use of a computer; if the information is subsequently sold, distributed or used in the 
commission of another crime the penalty would be a Class 5 felony.   

 
 RECOMMENDATION 2 – Add, as one of the crimes listed in the Computer 
Trespass statute, that it shall be illegal to disable or disrupt the ability of a computer to 
transmit computer information to other computers or to related computer equipment, such 
as printers, scanners, or fax machines. 
 

                                                 
1 See Attachment 1.   
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 RECOMMENDATION 3 – Add, as one of the crimes listed in the Computer 
Trespass statute, that it shall be illegal to maliciously install a computer program on the 
computer of another without the authorization of the owner. 
 
 RECOMMENDATION 4 – Create a new crime, making it a Class 1 misdemeanor 
to circumvent a security measure (such as a password, firewall, or access code) that 
controls access to a computer; a second or subsequent violation, or a violation carried out 
in the commission of another felony, would be a Class 6 felony. 
 

RECOMMENDATION 5 – The term “computer” should be defined as a device 
that accepts information in digital or similar form and manipulates it for a result based on 
a sequence of instructions.  Such term (for purposes of the Computer Crimes Act) does 
not include a device whose predominate purpose is not the storage and manipulation of 
user-inputted computer information, such as automated typewriters, simple handheld 
calculators, digital cameras, faxes or pagers. 

 
RECOMMENDATION 6 – The phrase “without authority,” which is given a 

definition in § 18.2-152.2, should be amended to include a mens rea requirement of 
“know or reasonably should know.” 
 

RECOMMENDATION 7 – The definitions provided in § 18.2-152.2 should be 
extensively rewritten to promote brevity, eliminate awkward phrasings, and simplify the 
relevant concepts.  When a term has already been defined elsewhere in the Code of 
Virginia, it should have, as far as possible, an identical meaning in the Computer Crimes 
Act. 

 
RECOMMENDATION 8 – Amend § 18.2-152.7 and 18.2-152.3 to remove the 

phrase “without authority.” 
 
RECOMMENDATION 9 – Amend § 18.2-152.4 to require malice and lower the 

amount of resulting damage for a felony offense to $1,000. 
 
RECOMMENDATION 10 – Amend § 18.2-152.5 to change the term “personal 

information” to “personal identifying information”: those items of information that are 
“defined in subdivisions (iii) through (xiii) of subsection C of § 18.2-186.3.” 

 
RECOMMENDATION 11 – Amend § 18.2-152.8 to clarify that computer 

information is property that can be the subject of a larceny or a fraud; the existing statute 
only states that it can be the subject of an embezzlement. 

 
RECOMMENDATION 12 – Rewrite §§ 18.2-152.3, 18.2-152.4, and 18.2-152.6, 

so that the emphasis is on the unlawful action, rather than the use of a computer. 
    
RECOMMENDATION 13 – Relocate § 18.2-152.9 (dealing with the statute of 

limitations for misdemeanor computer crimes) and § 18.2-152.10 (dealing with venue) to 
Title 19.2.        
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III.  Methodology 
 

To accomplish its assignment, the Crime Commission, toge ther with the Joint 
Commission on Technology and Science, formed a Joint Legislative Task Force on 
Computer Crimes, and an accompanying Advisory Committee.2  The Legislative Task 
Force convened on August 18, October 5, October 26, and November 8, 2004 and the 
Advisory Committee met on August 10, September 21, and October 19, 2004.  Together 
the Joint Legislative Task Force and the Advisory Committee provided information on 
the most common types of computer crimes that threaten individuals and businesses 
today.  Representatives from law enforcement, the Attorney General’s office and 
Commonwealth’s Attorneys ’ offices contributed insight into what tools are and would be 
most effective in prosecuting criminals who engage in these sorts of computer crimes. 

 
Using this information, the Crime Commission identified specific criminal 

behaviors, and then analyzed Virginia’s existing criminal statutes to determine if such 
conduct was already prohibited.  If the conduct was prohibited, the relevant statute was 
examined to see if any improvements could be made.  However, if the conduct was not 
covered by any existing statutes, appropriate legislation was drafted to remedy this 
omission. 
 
 

IV.  Background 
 
 

History of Virginia’s Computer Crimes Act  
 

Virginia’s very first computer crime statute was passed in 1978.  The original 
statute was passed in response to the case of Lund v. Commonwealth3 which had been 
decided the previous year.  In Lund, the Virginia Supreme Court, following the common 
law principle that services could not be the subject of a larceny, held that computer 
services were not something that could be embezzled or stolen.  Thus, in 1978 the 
Virginia General Assembly passed a simple, one sentence statute to allow “[c]omputer 
time or services or data processing services or information or data stored in connection 
therewith” to be property that could be the subject of larceny, embezzlement, or false 
pretenses.4 
 
 One year later, in 1979, the General Assembly again dealt with the topic of 
computer crime by repealing Virginia Code § 18.2-98.1 and creating an entire Article5 in 
Title 18.2 of the Virginia Code to cover a variety of computer crime offenses.6  This new 

                                                 
2 See Attachment 2. 
3 Lund v. Commonwealth, 217 Va. 688 (1977). 
4 VA. CODE § 18.2-98.1 (Repl. Vol. 1982) (repealed 1984). 
5 Article 7.1, in chapter 5 (Property Crimes) of Title 18.2.  The entire Article is known as the “Virginia 
Computer Crimes Act.” 
6 1984 Va. Acts. ch. 751.  For an extensive discussion of the origins of the Computer Crimes Act, and its 
original form, see Daniel R. Burk, Virginia’s Response to Computer Abuses: An Act in Five Crimes, 19 U. 
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legislation was titled the “Virginia Computer Crimes Act,”7 and, with very few 
modifications, remains the current statutory scheme for handling computer crimes.  In its 
current form, the Act consists of seventeen statutes.  However, only eight of those 
statutes are substantive offenses; the remaining nine statutes provide definitions,8 pertain 
to civil lawsuits,9 or are procedural in nature.10 
 
Main Threats Facing Computer Users  
 
 The Advisory Committee identified nine current computer threats to businesses 
and individuals, including: 

• phishing, spoofing and disguising one’s identity; 
• bots and zombies; 
• spyware and adware; 
• viruses and worms; 
• falsifying certifications, seals, or other credentials; 
• spam; 
• identity theft; 
• hacking and defacing websites, networks, and databases; and, 
• denial of service attacks. 

Each of these threats is discussed below. 
 

Phishing -  “Phishing” is a term that is used to describe how identity thieves send 
out false e-mails or set up false websites in order to trick victims into revealing sensitive 
information, such as Social Security numbers, bank account numbers, passwords, etc.  
“Spoofing” is a related term that generally means to impersonate another person, internet 
business, or web server without permission.  In both phishing and spoofing, the criminal 
is disguising his identity as part of, or as a preliminary step to, committing some type of 
crime, such as identity theft or taking over another person’s computer. 
 

Bots and Zombies -  The terms “bots” and “zombies,” as used by the Advisory 
Committee, refer to computers that have been infected with computer programs that lie 
dormant, but allow a third party to take over or use the computer without authorization in 
the future.  A “bot” is an infected computer; the term “zombie” is frequently used when 
referring to an entire network of computers that has been infected. 
 

Spyware and Adware -  Spyware is a computer program that allows a third party 
to secretly monitor or record the actions performed on a victim’s computer.  The  
information gathered may be fairly broad, or in the case of a keystroke logger, may 
include literally every action taken or instruction typed on the computer.  Adware is an 
advertising program that generates pop-up ads on an infected computer.  As with spam, it 
                                                                                                                                                 
RICH. L. REV., 85 (1984).   
7 VA. CODE § 18.2-152.1 (MICHIE 2004). 
8 VA. CODE § 18.2-152.2 (MICHIE 2004). 
9 VA. CODE § 18.2-152.12 (MICHIE 2004). 
10 VA. CODE § 18.2-152.9 (MICHIE 2004) (defining the statute of limitations for misdemeanor computer 
crimes); VA . CODE § 18.2-152.10 (MICHIE 2004) (setting forth venue for the prosecution of computer 
crimes). 
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becomes a problem when the volume of pop-up ads becomes so great that it significantly 
interferes with the normal operations of the computer. 
 

Viruses and Worms - Viruses and worms refer to malicious computer programs 
that are designed to do such harmful things as delete computer data, or cause computers 
to malfunction or become inoperable.   Some are self- replicating; others trick people into 
forwarding them onto friends through e-mail. 
 

Falsifying - Falsifying certifications, seals, or other credentials is a special 
problem for interne t businesses.   Disreputable businesses, or sham companies, will 
pretend to be registered members of a trade group or business council, such as the Better 
Business Bureau, in order to lure victims into believing they are dealing with a legitimate 
business or company. 
 

Spam - Spam is the commonly used term for unsolicited, e-mail advertisements.  
Frequently they are sent out in large volumes, to thousands of computers at one time.  
Besides general annoyance, spam can become a problem when the total number of e-
mails sent becomes so great that it interferes with or shuts down individual computers, or 
even entire computer networks or internet providers. 
 

Identity Theft - Identity theft involves the criminal obtaining an innocent person’s 
identifying information, such as Social Security number, address, telephone number, 
credit card number, etc.  They then use this information to impersonate the innocent third 
party, either stealing directly from him (emptying out a bank account), or from innocent 
merchants or banks (buying items with the stolen credit card number, or applying for a 
credit card using the name of the innocent third party). 
 

Hacking - Hacking is the general term used to describe a computer user who 
interferes with other computers and websites, without authority, and does so through the 
Internet.  Frequently hackers will attempt to steal guarded data, or as a “prank” will 
attempt to delete data or vandalize a website. 
 

Denial of Service Attacks - Denial of service attacks occur when a person 
intentionally arranges for multiple computers, usually in the thousands, to all attempt to 
contact a single website at once or in a short period of time.  This prevents legitimate 
computer users from being able to visit the website, and may cause the website to 
“crash,” or become inoperable.  The same technique may also be used against internet 
providers. 
 
Virginia’s Criminal Statutes 
 
 Of the nine threats identified by the Advisory Committee, all but bots and 
zombies and spyware were already covered by a limited degree in Virginia’s current 
Computer Crimes Act or other criminal statutes.  Phishing and spoofing, to the extent 
they are precursors to identity theft, are covered by Virginia’s identity theft statute, § 
18.2-186.3.  Viruses and worms which delete data or cause a computer to malfunction 
could give rise to prosecution under Virginia’s Computer Trespass statute, § 18.2-152.4.  
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Falsifying a certification, seal, or other credential is already covered by forgery, 
trademark laws, and laws dealing with fraud.  Virginia has a specific statute, § 18.2-
152.3:1, to criminalize spam to the extent allowed under federal law.  As noted with 
phishing and spoofing, Virginia already has a comprehensive identity theft statute.  
Hacking is covered by the Computer Trespass statute, at least for those instances where 
the objective of the hacker was to steal or erase data, or vandalize or render inoperative a 
computer or website.  Denial of service attacks are also covered by that statute.   
 
 The installation of a bot or zombie program on a computer is not adequately 
covered by existing statutes, however.  Until the program is activated, it is not causing the 
computer to be used in an unauthorized way, nor is it harming the computer nor causing 
it to malfunction.  Similarly, a hacker who gains unauthorized entry into another person’s 
computer, but does so simply as a challenge and not to steal, read or destroy computer 
data or services, has not committed any crime.  The same problem exists with spyware;  
as long as the information is not gathered for purposes of committing a crime, arguably 
no violation of a criminal statute has occurred.11 
 
 

V.  Summary 
 
Legislative remedies for offenses  
 
 The fundamental goal of all criminal legislation is to ensure that harmful actions 
are criminalized as appropriate, yet also ensure that the criminal statutes are not written in 
a manner so overly broad as to criminalize innocuous conduct or lead to constitutional 
challenges.  These twin ideals are especially relevant when it comes to updating 
Virginia’s Computer Crimes Act.  In addition, the goals of drafting criminal statutes in 
this area should be to ensure that the definitions and substantive offenses are described in 
terms of broad concepts—any attempts to use overly specific definitions or particularized 
offenses will result in statutes of minimal usefulness.  With the rapid changes in 
technology, they would likely be outdated in a few years, or even worse, would be so 
specific that criminals would have little trouble in planning their behavior to avoid the 
“letter of the law.”  Therefore, it is also important to define terms and crimes in a manner 
flexible enough to handle the inevitable advancements that will occur with computer 
technology. 
 
 Most of the threats identified by the Advisory Committee are already covered by 
existing statutes in the Computer Crimes Act.  However, the Crime Commission 
identified the following broad crimes as ones that should be covered by additional 
legislation: (1) phishing, spoofing, and identity theft; (2) viruses and worms; (3) bots, 

                                                 
11 Although the Computer Invasion of Privacy statute, § 18.2-152.5, makes it a crime to examine without 
authority the “personal information” of another, it is not clear if this would cover spyware, as the criminal 
is not examining data on someone else’s computer, but is receiving data sent directly to his own computer 
as it is generated by a third party on an infected computer.  Even if spyware would be covered, it is at most 
a Class 1 misdemeanor.  
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zombies, and spyware; and, (4) hacking.  In addition, the Crime Commission determined 
definitions should be clarified and incongruities eliminated throughout the Act. 
 
Phishing and Spoofing 
 
 Phishing and spoofing are, by nature, attempted identity theft crimes.12  Virginia 
already criminalizes identity theft under § 18.2-186.3, however this Code section requires 
the prosecution show that the personal identifying information be obtained for the 
purposes of defrauding someone,13 or selling or distributing the information to another.14  
While there are valid policy reasons for requiring an additional element beyond simply 
obtaining such information before a person can be guilty of identity theft,15 identity theft 
carried out via the Internet presents far more of a threat to society, and faces unique 
challenges in prosecution.  Because of the ease with which a criminal can send out 
thousands of misleading e-mails, or the number of victims he can con by setting up a 
fraudulent website, a computer should be viewed as a “dangerous instrumentality” when 
it is used by an identity thief.  Also, there have been cases of computer hackers who have 
attempted to gain thousands of Social Security numbers, passwords, and the like, not for 
reasons of personal gain, but simply as a challenge to see if it could be accomplished.  
Their rationale, if believed by prosecutors or triers of fact, would prevent any convictions 
for identity theft, regardless of the amount of economic damage they caused.  In order to 
prohibit such a defense, and to proportionately punish the extreme danger caused by 
phishing and spoofing, it is the recommendation of the Crime Commission that a new 
crime be created, making it illegal to trick or fraudulently obtain from any person their 
personal identifying information, through the use of a computer.16  Under this crime, no 
additional motives or elements would need to be shown. 17  The penalty would be 
increased if the information were sold or distributed, or were used in the commission of 
another crime.18    
 
Viruses and Worms 
 

Viruses and worms are already covered in the Computer Crimes Act, under 
Computer Trespass, § 18.2-152.4, to the extent that they cause damage to a computer or 
its data.  The only omission in the existing act would be a computer program that does 

                                                 
12 At least in the context identified by the Advisory Committee. 
13 VA. CODE § 18.2-186.3(A) (MICHIE 2004). 
14 VA. CODE § 18.2-186.3(B) (MICHIE 2004). 
15 Among the types of information that are covered under Va . Code § 18.2-186.3 are a person’s name, date 
of birth, and social security number.  Law enforcement and private investigators routinely attempt to locate 
and identify fugitives and missing persons, and occasionally attempt to locate bank accounts, all in the 
course of their normal duties, and for legitimate purposes.  That is why obtaining such information only 
becomes a crime when the defendant does so for a nefarious reason, such as fraud.  
16 The personal identifying information that is listed in Va. Code § 18.2-186.3, the identity theft statute, 
includes a person’s name and date of birth.  Because these types of information are relatively innocuous, 
they have not been included in the new statute. 
17 See Attachment 3, pg. 3, proposed statute § 18.2-152.5:1. 
18 Id. 
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not affect a computer directly, but instead attacks peripheral devices, such as printers.  
This can be remedied by adding a paragraph to Virginia Code § 18.2-152.4.19 
 
Bots, Zombies and Adware  
 

Bots, zombies and spyware pose a different problem, in that none of them 
necessarily cause any harm to a computer or its data.  Instead, they create potential harm.  
In the case of bots and zombies, while they may lie dormant for months or years, they 
have at any time the potential to allow a third party to make unauthorized use of it.20  
Spyware, while performing an insidious function, may not necessarily affect the 
operation of a computer, nor, depending on what it transmits, fall within the restrictions 
of identity theft or § 18.2-152.5, Computer Invasion of Privacy.  To ensure these types of 
computer programs are criminalized, a simple paragraph can be added to the Computer 
Trespass statute.21 

 
Hacking 
 
 Hacking creates a similar problem when the actions taken to “invade” another 
computer or restricted website do not cause any harm, and the hacker is not stealing nor 
examining data.  To prevent this type of undesirable conduct, a short statute can be 
created that criminalizes unauthorized attempts to bypass or evade computer security 
measures.22 

 
Definitions  

 
To eliminate some of the incongruities that exist in the current Computer Crimes 

Act, the Crime Commission recommends modifying the definition of a computer in § 
18.2-152.2 (the definitional section of the Computer Crimes Act).23 The current definition 
is substantially different from the more recent definition of computer that was adopted by 
the General Assembly in 2000.24  In order to slightly restrict the applicability of the Act, 
though, the broad definition of a computer should be limited in scope to those items that 
are commonly thought of, by the general public, as computers.25 

 
                                                 
19 See Attachment 3, pg. 2, proposed subsection 9, lines 136 -138. 
20 The same problem occurs with viruses and worms that lie dormant for a period of time before they 
actively cause damage.  In this instance, the legislative remedy for one type of problem will also handle the 
other. 
21 See Attachment 3, pg. 3, proposed subsection 8, line 135. 
22 See Attachment 3, pg. 4, proposed statute § 18.2-152.6:1. 
23 VA. CODE § 18.2-152.2 (MICHIE 2004). 
24 The recently enacted Uniform Computer Information Transactions Act, Va. Code § 59.1-501.1 et seq., 
defines a computer as “an electronic device that accepts information in digital or similar form and 
manipulates it for a result based on a sequence of instructions.”  Va. Code § 59.1-501.2.  This definition is 
shorter and easier to understand than the definition in the Computer Crimes Act. 
25 Common household items and electronic goods are increasingly outfitted these days with microchips and 
small micro-processors.  With the day fast approaching on the horizon when almo st every item will have 
such components, care must be taken to ensure that merely using someone’s coffee maker, or digital 
camera, without permission is not a crime.  See, eg. Va. Code § 18.2-152.6, which essentially criminalizes 
the use of another’s computer without permission.     
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The phrase “without authority,” as used in the Act, is defined as merely using a 
computer when the person has “no right or permission of the owner” to do so.26  There is 
no mens rea requirement in this definition; someone would be guilty of va rious crimes in 
the Act if they used a computer by mistake, or if they used a computer, thinking they had 
permission, when they did not.  It is the recommendation of the Crime Commission to 
insert a mens rea requirement into this definition—a person should not be guilty of a 
crime for merely installing software on the wrong computer. 

 
In addition, it is the recommendation of the Crime Commission that the following 

definitions be amended:27 
 
 The term “computer data” should be replaced with “computer information.”  The 
new term should have a short, broad definition—“information in any form that is 
obtained from or through the use of a computer or that is in a form capable of being 
processed by a computer.” 
 
 The phrase “computer network” should be eliminated as unnecessary and 
duplicative.  If a “computer network” is nothing more than two or more computers joined 
together, then any crime involving a computer network must, of necessity, involve a 
computer.  There are no advantages to having the additional phrase “or a computer 
network” used repeatedly throughout the Computer Crimes Act.   
 
 The definition of “computer operation” should be simplified—“an operation that a 
computer is designed and built to perform.” 
 
 The definitions of “computer program,” and “computer software” should be 
replaced with one, simple definition for both terms—“a set of statements or instructions 
to be used directly or indirectly in a computer to bring about a certain result.” 
 
 The current definitions of “computer services” and “owner” are almost circular, 
due to awkward phrasing—“’computer services’ means computer time or services…;” 
“’owner’ means an owner or lessee….”   They should be rewritten to avoid that result. 
 
 The definition of “financial instrument” should include financial assets, as defined 
in § 8.8A-102.   
 
 The definition of “person” should be changed to that provided for by § 1-13.19. 
 
 The definition of “property” should be shortened, simplified, and made as broad 
as possible, imitating the language currently found in the Money Laundering Act—
“’Property’” means anything of value, and includes any interest therein, including any 
benefit, privilege, claim or right with respect to anything of value, whether real or 
personal, tangible or intangible.” 

                                                 
26 VA. CODE § 18.2-152.2 (MICHIE 2004). 
27 See Attachment 3, pg. 1-2, for all proposed changes to Va. Code § 18.2-152.2. 
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 The definition of “using a computer” should be eliminated as unnecessary.  Even 
worse, it includes in its terms ideas which are more properly expressed as elements of 
substantive criminal offenses.  
 
Eliminating “Without Authority” 

 
For the current crimes of Computer Fraud, § 18.2-152.3 and Personal Trespass by 

Computer, § 18.2-152.7, the phrase “without authority” should be eliminated.  In 
instances where a criminal uses a computer to either commit a fraud on another, or injure 
another, it should not be a possible defense that he had the permission of the owner of the 
computer to engage in illegal activities. 
 
Mens Rea 

 
The current Computer Trespass statute, § 18.2-152.4, does not have a mens rea 

requirement.  In order to prevent criminalizing innocent mistakes, such as accidentally 
erasing the wrong data on someone else’s computer, or on the wrong computer,28 a 
requirement of malice should be added to the statute.  The amount of resulting damage 
that is required to raise an offense under this statute to a felony is currently $2,500.29  It is 
the recommendation of the Crime Commission to lower this amount to $1,000, which is 
consistent with the felony threshold amount for the destruction of property in general. 30 
 
Personal Identifying Information 

 
The existing Computer Invasion of Privacy statute, § 18.2-152.5, criminalizes the 

intentional examination of any “personal information relating to any other person” when 
the defendant knows, or should know, that he is without authority to examine that 
information.  Due to concerns raised by the Advisory Committee that standard business 
practices in the computer industry normally allow merchants and Internet providers to 
observe and obtain information about their patrons and potential customers, the scope of 
this statute should be restricted to “personal identifying information,” as that phrase is 
used in the identity theft statute.31 
 
Property Subject to Larceny or False Pretenses 

 
While the Computer Crimes Act states that computer data is property that can be 

the subject of an embezzlement, it does not specifically state that it can also be the 
subject of a larceny or false pretenses.32  This technical oversight should be corrected by 
amending § 18.2-152.8. 
 

                                                 
28 See, e.g., Subsection (A)(3) of Computer Trespass, Va. Code § 18.2-152.4: “Alter or erase any computer 
data, computer programs, or computer software.” 
29 VA. CODE § 18.2-152.2(B) (MICHIE 2004). 
30 VA. CODE § 18.2-137 (MICHIE 2004). 
31 VA. CODE § 18.2-186.3(C) (MICHIE 2004). 
32 VA. CODE § 18.2-152.8 (MICHIE 2004). 
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Rewriting the Statutes for Computer Fraud, Computer Trespass, and Theft of 
Computer Services  
 

Throughout the Computer Crimes Act, many of the substantive offenses are 
written in an awkward form: Any person who uses a computer with the intent to…shall 
be guilty of a crime.33  Typically the criminal statutes in Title 18.2 are written more 
directly: Any person who does…is guilty of a crime.  Rather than making the use of a 
computer with bad intent a crime, these statutes should be rewritten so that the offense is 
the carrying out of the bad action, through the use of a computer.   
 
Procedural Statutes 
 
 Finally, there are two criminal procedure statutes in the Computer Crimes Act, § 
18.2-152.9 (dealing with the statute of limitations for misdemeanor computer crimes) and 
§ 18.2-152.10 (dealing with venue) that would be more appropriately placed in Title 19.2.  
It is the recommendation of the Crime Commission that these statutes be transferred to 
that Title.  
 

VI.  Recommendations 
 

The Virginia State Crime Commission recommends that the following changes be 
made to the Computer Crimes Act and legislation to accomplish this be introduced.34 
 
 RECOMMENDATION 1 – Create a new crime making it a Class 6 felony to 
fraudulently obtain from any person their personal identifying information through the 
use of a computer; if the information is subsequently sold, distributed or used in the 
commission of another crime the penalty would be a Class 5 felony.   

 
 RECOMMENDATION 2 – Add, as one of the crimes listed in the Computer 
Trespass statute, that it shall be illegal to disable or disrupt the ability of a computer to 
transmit computer information to other computers or to related computer equipment, such 
as printers, scanners, or fax machines. 
 
 RECOMMENDATION 3 – Add, as one of the crimes listed in the Computer 
Trespass statute, that it shall be illegal to maliciously install a computer program on the 
computer of another without the authorization of the owner. 
 
 RECOMMENDATION 4 – Create a new crime, making it a Class 1 misdemeanor 
to circumvent a security measure (such as a password, firewall, or access code) that 
controls access to a computer; a second or subsequent violation, or a violation carried out 
in the commission of another felony, would be a Class 6 felony. 
 

                                                 
33 See, eg. Va. Code § 18.2-152.3 (Computer Fraud); § 18.2-152.4 (Computer Trespass); § 18.2-152.6 
(Theft of Computer Services). 
34 See Attachment 3. 
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RECOMMENDATION 5 – The term “computer” should be defined as a device 
that accepts information in digital or similar form and manipulates it for a result based on 
a sequence of instructions.  Such term (for purposes of the Computer Crimes Act) does 
not include a device whose predominate purpose is not the storage and manipulation of 
user-inputted computer information, such as automated typewriters, simple handheld 
calculators, digital cameras, faxes or pagers. 

 
RECOMMENDATION 6 – The phrase “without authority,” which is given a 

definition in § 18.2-152.2, should be amended to include a mens rea requirement of 
“know or reasonably should know.” 
 

RECOMMENDATION 7 – The definitions provided in § 18.2-152.2 should be 
extensively rewritten to promote brevity, eliminate awkward phrasings, and simplify the 
relevant concepts.  When a term has already been defined elsewhere in the Code of 
Virginia, it should have, as far as possible, an identical meaning in the Computer Crimes 
Act. 

 
RECOMMENDATION 8 – Amend § 18.2-152.7 and 18.2-152.3 to remove the 

phrase “without authority.” 
 
RECOMMENDATION 9 – Amend § 18.2-152.4 to require malice and lower the 

amount of resulting damage for a felony offense to $1,000. 
 
RECOMMENDATION 10 – Amend § 18.2-152.5 to change the term “personal 

information” to “personal identifying information”: those items of information that are 
“defined in subdivisions (iii) through (xiii) of subsection C of § 18.2-186.3.” 

 
RECOMMENDATION 11 – Amend § 18.2-152.8 to clarify that computer 

information is property that can be the subject of a larceny or a fraud; the existing statute 
only states that it can be the subject of an embezzlement. 

 
RECOMMENDATION 12 – Rewrite §§ 18.2-152.3, 18.2-152.4, and 18.2-152.6, 

so that the emphasis is on the unlawful action, rather than the use of a computer. 
    
RECOMMENDATION 13 – Relocate § 18.2-152.9 (dealing with the statute of 

limitations for misdemeanor computer crimes) and § 18.2-152.10 (dealing with venue) to 
Title 19.2.        
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2005 SESSION

INTRODUCED

057935134
1 SENATE BILL NO. 1163
2 Offered January 12, 2005
3 Prefiled January 12, 2005
4 A BILL to amend and reenact §§ 18.2-152.2 through 18.2-152.8, 18.2-152.12, 18.2-152.14, and 19.2-8
5 of the Code of Virginia; to amend the Code of Virginia by adding sections numbered 18.2-152.5:1
6 and 18.2-152.6:1, in Article 7.1 of Chapter 5 of Title 18.2 a section numbered 18.2-152.17, and a
7 section numbered 19.2-249.2; and to repeal §§18.2-152.9 and 18.2-152.10 of the Code of Virginia,
8 relating to redefinition and modernization of terms and streamlining the laws governing computer
9 crimes; penalties.

10 ––––––––––
Patrons––Stolle, Howell and Norment; Delegates: Albo, Kilgore, McDonnell and Moran

11 ––––––––––
12 Referred to Committee for Courts of Justice
13 ––––––––––
14 Be it enacted by the General Assembly of Virginia:
15 1. That §§ 18.2-152.2 through 18.2-152.8, 18.2-152.12, 18.2-152.14 and 19.2-8 of the Code of
16 Virginia are amended and reenacted and that the Code of Virginia is amended by adding sections
17 numbered 18.2-152.5:1 and 18.2-152.6:1, in Article 7.1 of Chapter 5 of Title 18.2 a section
18 numbered 18.2-152.17, and a section numbered 19.2-249.2 as follows:
19 § 18.2-152.2. Definitions.
20 For purposes of this article:
21 "Computer" means an electronic, magnetic, optical, hydraulic or organic device or group of devices
22 which, pursuant to a computer program, to human instruction, or to permanent instructions contained in
23 the device or group of devices, can automatically perform computer operations with or on computer data
24 and can communicate the results to another computer or to a person. The term "computer" includes any
25 connected or directly related device, equipment, or facility which enables the computer to store, retrieve
26 or communicate computer programs, computer data or the results of computer operations to or from a
27 person, another computer or another device a device that accepts information in digital or similar form
28 and manipulates it for a result based on a sequence of instructions. Such term does not include a device
29 whose predominate purpose is not the storage and manipulation of user-inputted computer information,
30 such as automated typewriters, simple handheld calculators, digital cameras, facsimile machines or
31 pagers.
32 "Computer data" means any representation of information, knowledge, facts, concepts, or instructions
33 which is being prepared or has been prepared and is intended to be processed, is being processed, or has
34 been processed in a computer or computer network. "Computer data" may be in any form, whether
35 readable only by a computer or only by a human or by either, including, but not limited to, computer
36 printouts, magnetic storage media, punched cards, or stored internally in the memory of the computer.
37 "Computer information" means information in any form that is obtained from or through the use of a
38 computer or that is in a form capable of being processed by a computer.
39 "Computer network" means two or more computers connected by a network.
40 "Computer operation" means arithmetic, logical, monitoring, storage or retrieval functions and any
41 combination thereof, and includes, but is not limited to, communication with, storage of data to, or
42 retrieval of data from any device or human hand manipulation of electronic or magnetic impulses. A
43 "computer operation" for a particular computer may also be any function for which that computer was
44 generally designed an operation that a computer is designed and built to perform.
45 "Computer program" means an ordered set of data representing coded instructions or statements that,
46 when executed by a computer, causes the computer to perform one or more computer operations.
47 "Computer services" means computer time or services the use of a computer, including but not
48 limited to, computer time, data processing services, Internet services, electronic mail services, electronic
49 message services, or information or data stored in connection therewith.
50 "Computer software" or "computer program" means a set of computer programs, procedures and
51 associated documentation concerned with computer data or with the operation of a computer, computer
52 program, or computer network statements or instructions to be used directly or indirectly in a computer
53 to bring about a certain result.
54 "Electronic mail service provider" (EMSP) means any person who (i) is an intermediary in sending
55 or receiving electronic mail and (ii) provides to end-users of electronic mail services the ability to send
56 or receive electronic mail.
57 "Financial instrument" includes, but is not limited to, any check, draft, warrant, money order, note,
58 certificate of deposit, letter of credit, bill of exchange, credit or debit card, transaction authorization
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59 mechanism, marketable security, financial asset as that term is defined in § 8.8A-102, or any
60 computerized representation thereof.
61 "Network" means any combination of digital transmission facilities and packet switches, routers, and
62 similar equipment interconnected to enable the exchange of computer data.
63 "Owner" means The term "owner" includes an owner or lessee of a computer or a computer network
64 or an owner, lessee, or licensee of computer data information, computer programs services, or computer
65 software.
66 "Person" The term "person" shall include any individual, partnership, association, corporation or joint
67 venture have the same meaning as set forth in § 1-13.19.
68 "Property" shall include:
69 1. Real property;
70 2. Computers and computer networks;
71 3. Financial instruments, computer data, computer programs, computer software and all other
72 personal property regardless of whether they are:
73 a. Tangible or intangible;
74 b. In a format readable by humans or by a computer;
75 c. In transit between computers or within a computer network or between any devices which
76 comprise a computer; or
77 d. Located on any paper or in any device on which it is stored by a computer or by a human; and
78 4. Computer means anything of value, and includes any interest therein, including any benefit,
79 privilege, claim, or right with respect to anything of value, whether real or personal, tangible or
80 intangible. "Property" includes, but is not limited to, computers, financial instruments, computer
81 information, computer software, and computer services.
82 A person "uses" a computer or computer network when he attempts to cause or causes:
83 1. A computer or computer network to perform or to stop performing computer operations;
84 2. The withholding or denial of the use of a computer, computer network, computer program,
85 computer data or computer software to another user; or
86 3. A person to put false information into a computer.
87 A person is "without authority" when he knows or reasonably should know that he has no right or
88 permission of the owner to use a computer or computer network or he uses a computer or computer
89 network or acts in a manner exceeding such right or permission.
90 § 18.2-152.3. Computer fraud; penalty.
91 Any person who, through the use of a computer uses a computer or computer network without
92 authority and with the intent to:
93 1. Obtain Obtains property or services by false pretenses;
94 2. Embezzle Embezzles or commit commits larceny; or
95 3. Convert Converts the property of another
96 is guilty of the crime of computer fraud.
97 If the value of the property or services obtained is $200 or more, the crime of computer fraud shall
98 be punishable as a Class 5 felony. Where the value of the property or services obtained is less than
99 $200, the crime of computer fraud shall be punishable as a Class 1 misdemeanor.

100 § 18.2-152.3:1. Transmission of unsolicited bulk electronic mail (spam); penalty.
101 A. Any person who:
102 1. Uses a computer or computer network with the intent to falsify or forge electronic mail
103 transmission information or other routing information in any manner in connection with the transmission
104 of unsolicited bulk electronic mail through or into the computer network of an electronic mail service
105 provider or its subscribers; or
106 2. Knowingly sells, gives, or otherwise distributes or possesses with the intent to sell, give, or
107 distribute software that (i) is primarily designed or produced for the purpose of facilitating or enabling
108 the falsification of electronic mail transmission information or other routing information; (ii) has only
109 limited commercially significant purpose or use other than to facilitate or enable the falsification of
110 electronic mail transmission information or other routing information; or (iii) is marketed by that person
111 acting alone or with another for use in facilitating or enabling the falsification of electronic mail
112 transmission information or other routing information is guilty of a Class 1 misdemeanor.
113 B. A person is guilty of a Class 6 felony if he commits a violation of subsection A and:
114 1. The volume of UBE transmitted exceeded 10,000 attempted recipients in any 24-hour period,
115 100,000 attempted recipients in any 30-day time period, or one million attempted recipients in any
116 one-year time period; or
117 2. The revenue generated from a specific UBE transmission exceeded $1,000 or the total revenue
118 generated from all UBE transmitted to any EMSP exceeded $50,000.
119 C. A person is guilty of a Class 6 felony if he knowingly hires, employs, uses, or permits any minor
120 to assist in the transmission of UBE in violation of subdivision B 1 or subdivision B 2.
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121 § 18.2-152.4. Computer trespass; penalty.
122 A. It shall be unlawful for any person to use a computer or computer network without authority and,
123 with the malicious intent, to:
124 1. Temporarily or permanently remove, halt, or otherwise disable any computer data, computer
125 programs, information or computer software from a computer or computer network;
126 2. Cause a computer to malfunction, regardless of how long the malfunction persists;
127 3. Alter, damage, destroy, disable, or erase any computer data, computer programs, information or
128 computer software;
129 4. Effect the creation or alteration of a financial instrument or of an electronic transfer of funds;
130 5. Cause physical injury to the property of another; or
131 6. Make or cause to be made an unauthorized copy, in any form, including, but not limited to, any
132 printed or electronic form of computer data, computer programs information, or computer software
133 residing in, communicated by, or produced by a computer or computer network;
134 7. [Repealed].
135 8. Install computer software on the computer of another, without the authorization of the owner; or
136 9. Disable or disrupt the ability of a computer to share or transmit its computer information to other
137 computers or to any related computer equipment or devices, including, but not limited to, printers,
138 scanners, or fax machines, through the direct or indirect use of a computer.
139 B. It shall be unlawful for any person to maliciously obtain any computer information, without
140 authority, through the direct use of a computer.
141 C. Any person who violates this section shall be guilty of computer trespass, which offense shall be
142 punishable as a Class 1 misdemeanor. If there is damage to the property of another valued at $2,500
143 $1,000 or more caused by such person's malicious act in violation of this section, the offense shall be
144 punishable as a Class 6 felony.
145 CD. Nothing in this section shall be construed to interfere with or prohibit terms or conditions in a
146 contract or license related to computers, computer data, computer networks information, computer
147 operations, computer programs, computer services, or computer software or to create any liability by
148 reason of terms or conditions adopted by, or technical measures implemented by, a Virginia-based
149 electronic mail service provider to prevent the transmission of unsolicited electronic mail in violation of
150 this article. Nothing in this section shall be construed to prohibit the monitoring of computer usage of,
151 the otherwise lawful copying of data of, or the denial of computer or Internet access to a minor by a
152 parent or legal guardian of the minor.
153 § 18.2-152.5. Computer invasion of privacy; penalties.
154 A. A person is guilty of the crime of computer invasion of privacy when he uses a computer or
155 computer network and intentionally examines without authority any employment, salary, credit or any
156 other, financial or personal identifying information, as defined in clauses (iii) through (xiii) of subsection
157 C of § 18.2-186.3, relating to any other person. "Examination" under this section requires the offender to
158 review the information relating to any other person after the time at which the offender knows or should
159 know that he is without authority to view the information displayed.
160 B. The crime of computer invasion of privacy shall be punishable as a Class 1 misdemeanor.
161 C. Any person who violates this section after having been previously convicted of a violation of this
162 section or any substantially similar laws of any other state or of the United States is guilty of a Class 6
163 felony.
164 D. Any person who violates this section and sells or distributes such information to another is guilty
165 of a Class 6 felony.
166 E. Any person who violates this section and uses such information in the commission of another
167 crime is guilty of a Class 6 felony.
168 F. This section shall not apply to any person collecting information that is reasonably needed to (i)
169 protect the security of a computer, computer service, or computer business, or to facilitate diagnostics
170 or repair in connection with such computer, computer service, or computer business or (ii) determine
171 whether the computer user is licensed or authorized to use specific computer software or a specific
172 computer service.
173 § 18.2-152.5:1. Using a computer to gather identifying information; penalties.
174 A. It is unlawful for any person, other than a law-enforcement officer, as defined in § 9.1-101, and
175 acting in the performance of his official duties, to use a computer to fraudulently obtain, fraudulently
176 access, or fraudulently record identifying information, as defined in clauses (iii) through (xiii) of
177 subsection C of § 18.2-186.3. Any person who violates this section is guilty of a Class 6 felony.
178 B. Any person who violates this section and sells or distributes such information to another is guilty
179 of a Class 5 felony.
180 C. Any person who violates this section and uses such information in the commission of another
181 crime is guilty of a Class 5 felony.
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182 § 18.2-152.6. Theft of computer services; penalties.
183 Any person who willfully uses a computer or computer network, with intent to obtain obtains
184 computer services without authority, shall be is guilty of the crime of theft of computer services, which
185 shall be punishable as a Class 1 misdemeanor. If the theft of computer services is valued at $2,500 or
186 more, he is guilty of a Class 6 felony.
187 § 18.2-152.6:1. Use of a computer to circumvent computer security measures; penalties.
188 A. Any person who uses a computer to circumvent a security measure that controls access to a
189 computer, including but not limited to passwords, firewalls, or access codes, and does so without the
190 authorization of the owner of such computer, is guilty of a Class 1 misdemeanor.
191 B. Any person who violates this section after having been previously convicted of a violation of this
192 section or any substantially similar laws of any other state or of the United States is guilty of a Class 6
193 felony.
194 C. Any person who violates this section in the commission of a felony is guilty of a Class 6 felony.
195 § 18.2-152.7. Personal trespass by computer; penalty.
196 A. A person is guilty of the crime of personal trespass by computer when he uses a computer or
197 computer network without authority and with the intent to cause physical injury to an individual.
198 B. If committed maliciously, the crime of personal trespass by computer shall be punishable as a
199 Class 3 felony. If such act is done unlawfully but not maliciously, the crime of personal trespass by
200 computer shall be punishable as a Class 6 felony.
201 § 18.2-152.7:1. Harassment by computer; penalty.
202 If any person, with the intent to coerce, intimidate, or harass any person, shall use a computer or
203 computer network to communicate obscene, vulgar, profane, lewd, lascivious, or indecent language, or
204 make any suggestion or proposal of an obscene nature, or threaten any illegal or immoral act, he shall
205 be guilty of a Class 1 misdemeanor.
206 § 18.2-152.8. Property capable of embezzlement.
207 For purposes of § 18.2-111, personal property subject to embezzlement shall include:
208 1. Computers and computer networks;
209 2. Financial instruments, computer data information, computer programs, computer software and all
210 other personal property regardless of whether they are:
211 a. Tangible or intangible;
212 b. In a format readable by humans or by a computer;
213 c. In transit between computers or within a computer network or between any devices which
214 comprise a computer; or
215 d. Located on any paper or in any device on which it is stored by a computer or by a human; and
216 3. Computer services.
217 § 18.2-152.12. Civil relief; damages.
218 A. Any person whose property or person is injured by reason of a violation of any provision of this
219 article may sue therefor and recover for any damages sustained and the costs of suit. Without limiting
220 the generality of the term, "damages" shall include loss of profits.
221 B. If the injury under this article arises from the transmission of unsolicited bulk electronic mail in
222 contravention of the authority granted by or in violation of the policies set by the electronic mail service
223 provider where the defendant has knowledge of the authority or policies of the EMSP or where the
224 authority or policies of the EMSP are available on the electronic mail service provider's website, the
225 injured person, other than an electronic mail service provider, may also recover attorneys' fees and costs,
226 and may elect, in lieu of actual damages, to recover the lesser of $10 for each and every unsolicited
227 bulk electronic mail message transmitted in violation of this article, or $25,000 per day. The injured
228 person shall not have a cause of action against the electronic mail service provider that merely transmits
229 the unsolicited bulk electronic mail over its computer network. Transmission of electronic mail from an
230 organization to its members shall not be deemed to be unsolicited bulk electronic mail.
231 C. If the injury under this article arises from the transmission of unsolicited bulk electronic mail in
232 contravention of the authority granted by or in violation of the policies set by the electronic mail service
233 provider where the defendant has knowledge of the authority or policies of the EMSP or where the
234 authority or policies of the EMSP are available on the electronic mail service provider's website, an
235 injured electronic mail service provider may also recover attorneys' fees and costs, and may elect, in lieu
236 of actual damages, to recover $1 for each and every intended recipient of an unsolicited bulk electronic
237 mail message where the intended recipient is an end user of the EMSP or $25,000 for each day an
238 attempt is made to transmit an unsolicited bulk electronic mail message to an end user of the EMSP. In
239 calculating the statutory damages under this provision, the court may adjust the amount awarded as
240 necessary, but in doing so shall take into account the number of complaints to the EMSP generated by
241 the defendant's messages, the defendant's degree of culpability, the defendant's prior history of such
242 conduct, and the extent of economic gain resulting from the conduct. Transmission of electronic mail
243 from an organization to its members shall not be deemed to be unsolicited bulk electronic mail.
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244 D. At the request of any party to an action brought pursuant to this section, the court may, in its
245 discretion, conduct all legal proceedings in such a way as to protect the secrecy and security of the
246 computer, computer network, computer data, computer program information, and computer software
247 involved in order to prevent possible recurrence of the same or a similar act by another person and to
248 protect any trade secrets of any party and in such a way as to protect the privacy of nonparties who
249 complain about violations of this section.
250 E. The provisions of this article shall not be construed to limit any person's right to pursue any
251 additional civil remedy otherwise allowed by law.
252 F. A civil action under this section must be commenced before expiration of the time period
253 prescribed in § 8.01-40.1. In actions alleging injury arising from the transmission of unsolicited bulk
254 electronic mail, personal jurisdiction may be exercised pursuant to § 8.01-328.1.
255 § 18.2-152.14. Computer as instrument of forgery.
256 The creation, alteration, or deletion of any computer data information contained in any computer or
257 computer network, which, if done on a tangible document or instrument, would constitute forgery under
258 Article 1 (§ 18.2-168 et seq.) of Chapter 6 of this Title title, will also be deemed to be forgery. The
259 absence of a tangible writing directly created or altered by the offender shall not be a defense to any
260 crime set forth in Article 1 (§ 18.2-168 et seq.) of Chapter 6 of this Title title if a creation, alteration, or
261 deletion of computer data information was involved in lieu of a tangible document or instrument.
262 § 18.2-152.17. Additional penalties.
263 In addition to any other penalties specified by statute, the punishment of any person convicted of a
264 felony under this article shall include a mandatory minimum fine of $1,000.
265 § 19.2-8. Limitation of prosecutions.
266 A prosecution for a misdemeanor, or any pecuniary fine, forfeiture, penalty or amercement, shall be
267 commenced within one year next after there was cause therefor, except that a prosecution for petit
268 larceny may be commenced within five years, and for an attempt to produce abortion, within two years
269 after commission of the offense.
270 A prosecution for violation of laws governing the placement of children for adoption without a
271 license pursuant to § 63.2-1701 shall be commenced within one year from the date of the filing of the
272 petition for adoption.
273 A prosecution for making a false statement or representation of a material fact knowing it to be false
274 or knowingly failing to disclose a material fact, to obtain or increase any benefit or other payment under
275 the Virginia Unemployment Compensation Act (§ 60.2-100 et seq.) shall be commenced within three
276 years next after the commission of the offense.
277 A prosecution for any violation of §§ 10.1-1320, 62.1-44.32 (b), 62.1-194.1, or Article 11
278 (§ 62.1-44.34:14 et seq.) of Chapter 3.1 of Title 62.1 which that involves the discharge, dumping or
279 emission of any toxic substance as defined in § 32.1-239 shall be commenced within three years next
280 after the commission of the offense.
281 Prosecution of Building Code violations under § 36-106 shall commence within one year of
282 discovery of the offense by the owner or by the building official; provided that such discovery occurs
283 within two years of the date of initial occupancy or use after construction of the building or structure, or
284 the issuance of a certificate of use and occupancy for the building or structure, whichever is later.
285 However, prosecutions under § 36-106 relating to the maintenance of existing buildings or structures as
286 contained in the Uniform Statewide Building Code shall commence within one year of the discovery of
287 the offense.
288 Prosecution of nonfelonious offenses which constitute malfeasance in office shall commence within
289 two years next after the commission of the offense.
290 Prosecution of any violation of §§ 55-79.87, 55-79.88, 55-79.89, 55-79.90, 55-79.93, 55-79.94,
291 55-79.95, 55-79.103, or any rule adopted under or order issued pursuant to § 55-79.98, shall commence
292 within three years next after the commission of the offense.
293 Prosecution of illegal sales or purchases of wild birds, wild animals and freshwater fish under
294 § 29.1-553 shall commence within three years after commission of the offense.
295 Prosecution of violations under Title 58.1 for offenses involving false or fraudulent statements,
296 documents or returns, or for the offense of willfully attempting in any manner to evade or defeat any
297 tax or the payment thereof, or for the offense of willfully failing to pay any tax, or willfully failing to
298 make any return at the time or times required by law or regulations shall commence within three years
299 next after the commission of the offense, unless a longer period is otherwise prescribed.
300 Prosecution of violations of subsection A or B of § 3.1-796.122 shall commence within five years of
301 the commission of the offense, except violations regarding agricultural animals shall commence within
302 one year of the commission of the offense.
303 A prosecution for a violation of § 18.2-386.1 shall be commenced within five years of the
304 commission of the offense.
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305 A prosecution for any violation of the Campaign Finance Disclosure Act (§ 24.2-900 et seq.) shall
306 commence within one year of the discovery of the offense but in no case more than three years after the
307 date of the commission of the offense.
308 A prosecution of a crime that is punishable as a misdemeanor pursuant to the Virginia Computer
309 Crimes Act (§ 18.2-152.1 et seq.) shall be commenced before the earlier of (i) five years after the
310 commission of the last act in the course of conduct constituting a violation of the article or (ii) one year
311 after the existence of the illegal act and the identity of the offender are discovered by the
312 Commonwealth, by the owner, or by anyone else who is damaged by such violation.
313 Nothing in this section shall be construed to apply to any person fleeing from justice or concealing
314 himself within or without this Commonwealth to avoid arrest or be construed to limit the time within
315 which any prosecution may be commenced for desertion of a spouse or child or for neglect or refusal or
316 failure to provide for the support and maintenance of a spouse or child.
317 § 19.2-249.2. Venue for prosecution of computer crimes.
318 For the purpose of venue under the Virginia Computer Crimes Act (§ 18.2-152.1 et seq.), any
319 violation of the article shall be considered to have been committed in any county or city:
320 1. In which any act was performed in furtherance of any course of conduct that violated this article;
321 2. In which the owner has his principal place of business in the Commonwealth;
322 3. In which any offender had control or possession of any proceeds of the violation or of any books,
323 records, documents, property, financial instrument, computer software, computer program, computer
324 data, or other material or objects that were used in furtherance of the violation;
325 4. From which, to which, or through which any access to a computer or computer network was
326 made whether by wires, electromagnetic waves, microwaves, or any other means of communication;
327 5. In which the offender resides; or
328 6. In which any computer that is an object or an instrument of the violation is located at the time of
329 the alleged offense.
330 2. That §§ 18.2-152.9 and 18.2-152.10 of the Code of Virginia are repealed.
331 3. That the provisions of this act may result in a net increase in periods of imprisonment or
332 commitment. Pursuant to § 30-19.1:4, the estimated amount of the necessary appropriation cannot
333 be determined for periods of imprisonment in state adult correctional facilities and is $0 for
334 periods of commitment to the custody of the Department of Juvenile Justice.




